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Proprietary Notice

Information contained in this document is accurate to the best of Node4’'s knowledge at the time of publication
and is required to be treated as confidential at all times. Information presented herein may not be used, copied,
disclosed, reproduced or transferred to any other document by the recipient, in whole or in part, without the prior
written authorisation from a Node4 authorised representative.

Document Change Details

Version Date Author \ Changes
1.0 10/05/23 Channel Team Initial version
11 14/6/23 Pete Springfield Trial licenses, ProPartner Registration, Pulse Token

Table 1: Document Change Details
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About the Node4 Data Services Channel Program

Welcome to our Channel Data Backup Service! We're excited to have you on board as our new partner. This
onboarding process will guide you through the necessary steps to get started.

This Node4 Channel Program is specifically designed to enable channel partners to utilise Node4’s expertise
and infrastructure to generate a profitable income stream right now based on the world-wide market presence of
the Veeam data protection ecosystem allied with Node4’s proven expertise in delivering Veeam based
solutions.

Account Setup

Visit our partner portal and provide the required information to complete the registration process for a trial
account at which a default pool of resources is provided for 30 days. At the conclusion of the trial period (or
before if required), Node4 will convert the trial to a billable account that entitles the reseller partner to deploy as
much resource as required.

Once your account is approved, you will receive login credentials and access to the Veeam Service Provider
Console via a welcome message. We have provided an example of the welcome email on the next page.

Veeam Trial Licenses

For the trial period alone it's possible to download and use 30-day trial licenses directly from Veeam without any
pre-existing relationship with Veeam. Use the link below to retrieve trial licenses for any Veeam product.

https://www.veeam.com/backup-replication-vcp-download.html

Note: when the 30-day license period is over, the product(s) will operate in Community Edition or Free mode
with limited functionality however, the Node4 repository will no longer be available. You can continue to use the
community or free editions independently of any relationship with Node4.

Upon completion of the 30-day trial, your Node4 Account Manager can transition service to production status at
which point storage repository is reinstated, and your purchase order will enable consumption billing for all
licenses and storage consumed by you and your end-user customers. You will be able to deploy rental licenses
with no necessity to reinstall Veeam backup software.

ProPartner Registration

We are confident that you will wish to continue using Node4 as your preferred Veeam Service Provider and in
this case part of onboarding as a Node4 commercial client requires you to register as a Veeam ProPartner so
that we can align you as reseller within our commercial process.

The link to ProPartner registration is shown below. We may need reseller partners to generation a VSPC Pulse
integration token to facilitate self-service license deployment. Guidance notes to generate your Pulse token from
ProPartner are provided in Appendix 3.

https://propartner.veeam.com/registration/#company-selection



https://www.veeam.com/backup-replication-vcp-download.html
https://propartner.veeam.com/registration/#company-selection

Nnope#+ | Channel

Dear Pete Springfield

Please keep this email for your records. Your account information is as follows:

username: [
password: [N

Log in to the Backup Portal and change your password

Welcome to our Channel Data Backup Service! We're excited to have you on
board as our new partner. This trial account is limited to 30 days, 1TB of storage
capacity and 10 VM or Agent licenses providing an ideal environment to
evaluate our services. The following onboarding guide will help you through the
necessary steps to get started. A member of Node4 will be assigned as a point
of contact for the duration of the trial should you have any guestions.

https://noded.co.uk/app/uploads/2023/06/Channel-Data-Services-Onboarding-
Guide.pdf

Getting Started

1. Fill in information about your company in the backup portal
2. Brand your portal with the company logo

3. Configure email notifications settings

4. Start providing Veeam backup services

Self-Service Portal
Veeam Agent management

« Install management agents on managed computers. Please refer to this
Help Center web page to get the installation guide

« Create Windows or Linux discovery rule in the backup portal

« Deploy Veeam backup agents to the discovered computers

« Apply backup policies to the backup agents

« Start monitoring and reporting on backup jobs

Veeam Backup & Replication management

« Deploy Veeam backup server
« Launch the New Service Provider wizard
« Specify cloud gateway settings to connect to the backup portal:
o Site: Node4 Northampton (DC4),
Gateway Address: cloudconnect-nht-gw-02.n4cloud.co.uk:6180
o Site: Node4 Northampton (DC4),
Gateway Address: cloudconnect-nht-gw-01.n4cloud.co.uk:6180
+ Enable remote management capabilities checkbox in the remote Veeam
backup server

Q For more information on the configuration, see our online Help Center web
page

NODE#%4+

Figure 1: Partner Welcome Email
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Enabling Multi-Factor Authentication (MFA)

Multi-Factor Authentication is enabled by default on all new reseller accounts. To complete your access, you will
need to enable MFA so you will be directed to the MFA configuration page immediately.

o Your portal administrator has enforced the multi-factor authentication (MFA)
policy. To continue working with the portal, you must set up the MFA access for
your account.

Figure 2: MFA Configuration

Click ‘OK’ and proceed to the MFA configuration page.

Edit User

User Info Multi-Factor Authentication
Configure MFA access for your user account.
Login Info
Enable the MFA access: m On
Multi-F i i
ulti-Factor Authentication @ Multi-factor authentication Is not configured, Generate the QR code and set
up an authentication app to complete the operation,
Summary

Upen enabling this option you will be prompted to put in a secret code
after logging in to the backup portal.

If you are using backup portal RESTful APls to integrate with 3rd party
applications and use your credentials for authentication, then these
integrations will stop working.

To resolve that, you need to start using other authentication methods.

Configuration instruction

1. Install a compatible app on your mobile device or computer:
Android — Google Authenticator
iPhone — Google Authenticator

2. Scan the QR code using your device's camera:  Generate the QR code...

Figure 3: MFA Configuration

If you don’t have a preferred authentication application, VSPC suggests options for Android or iPhone. A useful
tip is to ensure that you Generate the QR code and verification code as you cannot select the ‘Next’ or ‘Finish’
options before doing so.

Generate the QR code X

o The secret verification code has been generated.

Figure 4: MFA Configuration
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Getting Familiar with Veeam Service Provider Console
Login to the Veeam VSPC using your provided credentials. Your Overview page will look like this:

= — o
€8 veeam Service Provider Console @ EAEI () {3} Configuration

Al Companies Summary
Active Alarms Management Agents
b TN
) )
L/ N
No active alarms Healthy
Companies Health
Overview
o)
Wﬁ Managed Companies k/‘ Healthy
Companies State by Regions
€
United Kingdam
+
® error Warning @ Healthy

Figure 5: VSPC overview page
Take some time to explore the console interface and become familiar with its features and capabilities. Note
that your default account is the sole Global Administrator role.

It is strongly recommended that you review the Veeam Service Provide Console Guide for Resellers available
within the Veeam Help Center here: - https://helpcenter.veeam.com/docs/vac/reseller/about.html?ver=70

You can create subordinate roles according to the needs of your business. It may be that the Global
Administrator is all you need. Alternatively, you can create role-based accounts from the following four options:

Service Provider Administrator has a similar set of privileges as the Service Provider Global Administrator but
cannot modify or remove Service Provider Global Administrator.

Service Provider Operator can perform all kinds of management tasks for companies in the access scope.
Data available to a Service Provider Operator can be limited to one or more client companies, and the user can
access data pertaining to all managed Veeam products.

Service Provider User has access to client companies monitoring data, but cannot perform most configuration
and management tasks. Data available to a Service Provider User can be limited to one or more client
companies, and the user can access data pertaining to all managed Veeam products.

Service Provider Invoice Auditor has access to invoices and billing details pertaining to all client companies.

Here, we provide a brief introduction to the ‘Companies’ sidebar option where you, the Channel Partner can
create and setup your tenant customer(s). Here, we can see the list of companies with just one test company
created, and we've already checked the single test company for editing, so we can examine it further.


https://helpcenter.veeam.com/docs/vac/reseller/about.html?ver=70
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ce Veeam Service Provider Console

Q
4+ New
Company T MFAStatus
PMSTestCo Enforced

@ PMSTest
Company type: | All | 4 85 MFA status: | All b B
A Exportto.. v
Administr. Portal Us... Lease Expiration Da... State Backup P. Last Cloud Connect Activit.. Creation Date
1 0 Never Active 0 6/15/2023 9:56 AM

Figure 6: Companies page

The next illustration shows the initial detail of the company tenancy you can setup to provide your data

protection service.

@) PMSTest

('8 Veeam Service Provider Console

w%jl New Company

Company Info Company Info
Company Type
Company name: | Test Company
User Info
Login alias:
Services Tax ID
Billing Title:
First name:
Bandwidth

Last name:
Multi-Factor Authentication

Email address:
Notifications

Telephone:

Summary Country:

Company ID:
Veeam Tenant ID:
2IP code:
Web site:

Additional notes:

Figure 7: Company info page

Continue to explore and review the available documentation and training materials available to understand the
full functionality of the backup solution you'll be selling.

Setting Up Backup Services

Determine the backup products and services you want to offer to your customers from the enabled services

provided by the Node4 infrastructure.

The selection option page is shown below, but please note that not all

services will be available as Node4 builds and extends its Channel Partner Data Services portfolio. If you select

an unavailable service, the option will

Node4 Limited | Millenni

Channel Data Services | Onboarding Guide
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Q Veeam Service Provider Console

(&) Edit Company - PMSTestCo

Company Infa services

Managed backup

Backup agents management .
Backup servers management N

Cloud Connect resources

Backug

@
S Back:
Microsoft 365
Microsoft 365 managed backup: [ ] o
Public cloud managed backug: ] off

Figure 8: Company services

Next, we can see your pricing schedule set up for the company under inspection. Please note that Node4 does
not set your selling price, leaving flexibility to provide lean services at competitive prices, value added services

or a mix of both, with complete freedom to address your own market. Please also note the values shown act as
an example only, set to illustrate the range of possibilities.

ﬁ Veeam Service Provider Console

If, Edit Company - PMSTestCo

‘Company Info Billing %

Select the desired subscription plan. Planinto
User Info

+ Create New.. Name: Test Plan
Services (®) TestPlan Dascription

J View details

Billing. 1 Created by: PMSTest Currency

) . .

No billing United Kingdam Pound (GBF)
Bandwidth e VAT 20%
Discoun: o5

Multi-Factor Authentication

General services
Notifications
0GBP per mont
Summary

0GBP per month

Workstation agent

Server agent

0.GBP per T8

WM backup

Data transfes aut (Dackup):

= |

Figure 9: Example Billing Subscription

In this last illustration, we can see how the Welcome message to one of your customer companies is created
and notifications set.

Channel Data Services | Onboarding Guide
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€3 veeam Service Provider Console

(€} Edit Company - PMSTestCo

Natifications.

Wielcame Email

Natifications

Predefined Alarms

Figure 10: Notifications

Remember to customise branding and notifications to reflect your company's identity. Note that you can add
customised text to the welcome email that is despatched to your customer. By default, the welcome email
includes login credentials and email address, but you can add further information pertinent to the services
offered by you as a reseller.

To ensure that welcome emails and notification to your end-user clients are enabled, you will need to configure
your own SMTP settings. Click the gearwheel icon at the top right to enter configuration page.

summary
Actiue Alarms Mansgement Agents

Na active alarms

Companies Health

Overview

Figure 11: Reseller Configuration

Select the notifications options from the side menu to access the SMTP Server & notification configuration.

€8 Veeam Service Provider Console

@ Exit Configuration Configuration Alarms Management

Backup Policies
SMTP server: 8. Not set yet...

Notifications
Configuration:

Default sender:  p.springfield@noded.co.uk

Plugin Library
2 ! Choose the level of notifications you want to use:

No email notifications Summary emails only Emails on every event
Subscription Plans

Info

Quota and License Usage

Specify email settings to use in alarm notifications

Figure 12: SMTP Configuration

Channel Data Services | Onboarding Guide
Partner Only | 14/06/2023 | 10

Node4 Limited | Millennium Way | Pride Park | Derby | DE24 8HZ | 0845 123 2222 | www.node4.co.uk



Nope# | Channel

The ‘Not set yet’ hotlink can then be selected to configure your organisation’s mail gateway settings.

Email Server Settings X

Authentication type: = Basic v

SMTP server:

<>

Port: 25
Encryption protocol: | Auto v
l:‘ Requires authentication

Save Cancel

Figure 13: SMTP Detailed Configuration

General Configuration

Configuration of backup jobs, retention periods and other tasks are performed at the company level. You may
choose to hand over the tenancy to your client at this point or provide chargeables services to configure provide
1%t line support. It is recommended that you refer to the ‘VSPC User Guide (Reseller) for further information and
a direct link to this is provided in Appendix 1.

Backup Data Seeding

Most end-user clients will commence off-site data protection with new backups in their new company tenancy.
However, there may be clients with backup requirements that would take an extended time to perform the initial
backup operation.

In this case, Node4 can offer a seeding service that comprises shipping of a physical server to the customer’s
site facilitating the local transfer of data to a simple NAS (Network Attached Storage) virtual machine located on
the provided server. NAS (or SMB) protocol ensures that a simple shared volume is available for a bulk copy
operation. There is no requirement to utilise backup software for the transfer process.

Seeding is a chargeable professional services engagement, and your Channel Account Manager can advise
you of the pricing.

A guideline document describing the seeding procedure and the underlying transport hardware provided is
available here — https://node4.co.uk/app/uploads/2023/06/Channel-Data-Services-Seeding-Documentation-

v1.1.pdf



https://node4.co.uk/app/uploads/2023/06/Channel-Data-Services-Seeding-Documentation-v1.1.pdf
https://node4.co.uk/app/uploads/2023/06/Channel-Data-Services-Seeding-Documentation-v1.1.pdf
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Appendix 1

Links and References
The following table is a list of links to resources of use to Channel Data Service Partners.

Title Link

VSPC User Guide (Reseller) https://helpcenter.veeam.com/docs/vac/reseller/about.html?ver=70

VSPC User Guide (End User) https://helpcenter.veeam.com/docs/vac/provider_user/about.html?ver=70h
ttps://helpcenter.veeam.com/docs/vac/provider_user/about.html?ver=70

Veeam Pro-Partner Account

. . https://propartner.veeam.com/reqistration/#company-details
Registration (New Reseller)

Veeam Pro-Partner Account https://propartner.veeam.com/registration/#company-selection
Registration (Existing Reseller)

Veeam IQ - Training & Certification | https://propartner.veeam.com/veeam-ig
(ProPartner Account Required)

https://www.structuredweb.com/sw/app/Marketing/CPage.aspx?pageCont
ext=HomePage&limit=1000&Tab=415&TMID=509&SWSESSIONID=E550
2536C946A4495E1D4671DD190C5F

Veeam Marketing Centre

Table 1: Links and References
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Appendix 2

Glossary of Terms
The following table is a glossary of terms used.

Term | Definition

Veeam Service Provider Console. This is the foundational software product that
VSPC facilitates exposing the Node4 backup resource ‘tenancies’ to channel partners for
deployment and management of their services.

This is the audited certification that ensures that Veeam and its distributors can refer

Veeam Competency . i . . .
resellers and major customer opportunities to Node4, who in turn provide a consistent

P i

rogram set of Veeam based services.
Veeam Competency This is the indicator of service(s) provided by Node4 that have been assessed as
Badge meeting Veeam standard for an MSP delivered channel service.

This is the underlying technology that connects on-premises Veeam Backup and

I nn S .
Cloud Connect Replication Servers or Stand-alone agents to the Node4 backup infrastructure.

The word ‘reseller’ in the context of the Veeam Service Provider Console portal refers
Reseller specifically to the Channel partner who purchases and consumes resources from
Node4 to offer solutions to their own customers.

The word ‘company’ in the context of the Veeam Service Provider Console portal refers
specifically to the sub-tenancies that the Reseller creates as logically separate virtual
backup environments with isolated configuration and configuration. One reseller may
have one or many companies within VSPC.

Company

Table 2: Glossary of Terms
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Appendix 3
VSPC Pulse Token Generation

The following illustrations show the sequence of operations required to generate a VCSP Pulse integration
token.

ALY PROPARTNER Search
. . Your Veeam Cloud Service Provider Gold Status
Gold Service Provider
Vour compliance status: Confimmed
Manage My Business A . . ) .
products Propartner tier requirements Certification requirements Veeam recommendations @
gelall]
Solutions
Services Faint plan L] VMTSP/VMXP 84 @ Veeam accraditation
Sales Resources. ';:ﬂpanlr’rzﬁ ACCESS VEEAM 1Q
Marketing i Veeam Marketing Center
th i Veeam Certified Engineer (YMCE) 271 @ ACCESS NOW
Technical & Pre-Sales Mol Usage Reportin Company: 2
et & Fre ly porting pem::aﬁ o Add Vieeam to your website ]
Learning & Events START SYNDICATING
Contacts Already have Vesam on your website? Let us
know
Min, commit peints for
May 10, 2023
Overage o
Min. commit enforcement
Total points [}
Agreement expiration date:
December 31, 2024
e
H ] H H
From your ProPartner landing page, select ‘Manage my business’.
pSISEWE PROPARTNER Search
@ ‘Workplace
) _ VCSP Pulse Your Veeam Cloud Service Provider Gold Status
Gold Servica Provider
Customer Expansion Partal ‘Your compliance status: Canfimmed
Manage My Business } ) . .
products Partnership Resaurces Certification requirements Veeam recommendations @
Solutians VCSP Welcome Hubs
Services VCSP Gatting Started Guide [} VMTSPIVMXP [} Veeam acareditation
Sales Resources Company: * ACCESS VEEAM 10
Part t :*
vareing artner Agreemen Persanal Veeam Marketing Center
Data Frocessor Addendum ‘ieeam Certified Engineer (VMCE) ] ACCESS NOW
Technical & Pre-Sales Company:
Partnership Certificate Personal: Add Veeam to your website o
Leaming & Events START SYNDICATING
Contacts Manufacturer Confiemation Letter Already have Veeam on your website? Let us
Find an Aggragator know

Download NFR license

Competency Program

Services Partner Directory

WCSP Reseller Ready Partner Directory

Palicies and Guidelines

ProPartner Program

Value-Added Resellers (VVAR)

_ Boost your business
Service Providars (VCSE)

Accredited Service Partners (VASP)
ness has never been so easy! Leverage dedicated training and support from a Veeam marketing expert to run campaigns
and marketing activities from the Marketing Center.
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Next, select VCSP Pulse.

E=TXY rrorarTnER SUPPORT
@ Peter Springfield

Gold Service Provider

VCSP Pulse

Manage My Business

Products

Solutions Y N—

Services

Sales Resources s part of our continuous effort ta bring mare value to aur Veeam® Cloud & Service Pravider (VCSP) partners, we are pleased to introduce you ta VCSP Pulse, an 061N TO VCSP PULSE

automation platform that

Warketing

Technical & Pre-Sals + Supports end-to-end lifecycle management of of ¥ uti

echinical & Pre-Sales pparts en “ ment ol yeur usage f veeam solutions NOTE: If you already have an active rental agreement, please contact

Learning & Events . ing and porting pain points by offer digital pl simple workflows ProPartner portal manager and request access to VCSP Pulse,
1 you have not received a notification from Vieeam or your Aggregator

« A collaboration hub between you, Aggregator and Veeam o we can work better together to drive more value together

Contacts ween you, your Aggreg " ogether e tog that you have been onbaarded to VCSP Pulse, you will not be able to

login,

Please contact your VCSP Representative for more information about
your onbaarding status,

@

You can now also generate and manage rental licenses and usage via Veeam Service Provider Console

58

der Cons:

& Pro low Integrates with VCSP Pulse, allowing you to generate and manage product licenses via Veeam Service Provider Console's user inteface, This pravides the ability to create rental license keys and
assign them to your customers, allocate license points to your Reseller Partners, and provides the ability deploy license keys from a centralized user interface.

To activate the integration, you will need to generate a token from the Veeam Pro Partner Portal,

SEE THE STEPS FOR GENERATING A TOKEN >

In VCSP Pulse page, select ‘See the steps for generating a token’

AT PROPARTNER + SUPPORT

@ Integrate VCSP Pulse with Veeam Service Provider Console

Gold Service Provider

Manage My Business
Products
Solutions.

Services

Generate and manage rental licenses and usage reporting via Veeam Service Provider Console

Sales Resources
Veeam Service Provider Console now integrates with VCSP Pulse. This latest integration means that aur Veeam Cloud Service Providers can quickly generate and
Marketing manage license keys for supported products, for their Customers and can also assign licenses and license quotas to their Resellers, natively in the Veeam Service
Frovider Console UL

Technical & Pre-Sales

Laaiming & Everts Capabilities in this latest integratian include:

Centacts « On-demand license generation — The VCSP Pulse plug-in allows service providers to generate license keys for Veeam products using the native Ul of Veeam
Service Provider Console

- License management and access control — Service provider administrators can create, install, revoke and update license keys generated via the VCSP Pulse
plug-in.

« Automation via RESTful APls — By leveraging Veeam Service Provider Console's added functionality service providers can seamlessly deploy product licenses
to their end customer's environments, using the Service Provider Console.

Wotch hisshort demo video cbout the integration

FREE Ve
VCSP Pulse plugin use

How to get access to the new functionality:

Step 1: Download Veeam Service Provider Console Step 2: Generate your Token Step 3: Configure and start using the Console

If you're a Vieeam Cloud & Service Provider, and have not Navigate to the ProPartner AP| page to generate the connection

downloaded FREE Vieeam Service Provider Console , be sure to token

downlaad and install. in your infrastructure or in the public cloud.

The VSR Pulse plug-in s nly uaaie i an ser rlaseesof 2) Paste the connection token to the canfiguration dialog:
plug: o VISIT PROPARTNER API

Veeam Service Provider Console.

1) Log in to the Veeam Service Provider Console and click on the
VCSP pulse Portal plugin in the Plugin Library

3) Start using the plugin.

Steps For detailed step by step instructions on enabling the VCSP Pulse
plugin integration, access the user guide.

3) Set a desired expiration date of the token

b Click on the Generate button Enabling VCSP Pulce Integration

©) Copy the generated token to the dipboard

You should not need to download the Veeam Service Provider Console as you will be accessing the Reseller
instance of the console provided by Node4. Select the ‘Visit ProPartner AP’ link.
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AV=I=PVE PROPARTNER Search

Peter Springfield
Node4 Ltd

Gold Service Provider Propartner API for Partners

. Auth Log Blacklist Revoke
Manage My Business

Products L

) Expiration date for JWT token:
Solutions
Services 09/06/2024

Sales Resources
day week month year

Marketing

Technical & Pre-Sales @

Learning & Events

Contacts

Set an expiration date or allow the default and select the ‘Generate’ option.

Propartner API for Partners

Auth Log Blacklist Revoke

Expiration date for JWT token: Your new long-term JWT (till Jun 9, 2024):
09/062024

day week month  year Tl of WL 28BS0 AITC oof 3 g clats])

Token is generated. In this example, the extensive token is obfuscated but will contain a continuous sequence
of characters when generated on your own ProPartner account.
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